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GENERATIVE ARTIFICIAL INTELLIGENCE AND THE PROBLEM
OF FAKE NEWS DETECTION IN DIGITAL MEDIA

TRI TUE NHAN TAO TAO SINH VA BAI TOAN PHAT HIEN
TIN GIA TRONG TRUYEN THONG SO

Tran Vin Cudng
Truong Dai hoc Quang Binh

ABSTRACT: The rapid advancement of Generative Artificial Intelligence (GenAl) has
significantly increased the sophistication, scale, and dissemination speed of fake news in the
contemporary digital media environment. Large language models, deepfake technologies, and
multimodal generative systems enable the creation of highly realistic fabricated content, posing
substantial challenges to fact-checking and verification processes. This paper examines the
characteristics of fake news in the era of Artificial Intelligence (Al), reviews current detection
approaches, and highlights the dual role of Al as both an effective tool for information verification
and a critical challenge due to its evolving capability to evade detection mechanisms.
Furthermore, the dynamic and adversarial nature of fake news detection in the Al era is analyzed.
Based on this analysis, the study proposes an integrated, multimodal, and adaptive framework to
enhance the effectiveness and robustness of fake news detection.
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TOM TAT: Sy phit trién ciia tri tué nhén tao tao sinh (Generative Artificial Intelligence -
GenAl) da lam tang mire dg tinh vi, quy mé va toc dg lan truyén ciia tin gia trong méi truong truyén
théng sé hién nay. Cdc mé hinh ngén ngit Iom, cong nghé deepfake va hé thong tao sinh da phwong
thikc ¢é thé cho phép tao néi dung gic cé do chan thue cao, gdy khé khin cho hoat dong kiém chimg.
Bai bao nay phan tich ddc trung cua tin gia trong ky nguyén tri tué nhdn tao (Artificial Intelligence -
Al), téng hop cdc phicong phdp phat hién hién nay, dong thoi chi ra tinh hai mdt ciia Al vira la cong
cu hé tro kiém chitng, vira la théach thike do kha nang cdi thién va né tranh phdt hién. Ban chat dong
va doi khdng ciia bai todn phdt hién tin gia trong ky nguyén Al ciing dwoc lam rd, tir d6 dé xudt dinh
hiedmg tiép can tich hop, da phwong thike va c6 kha ndng thich img cao trong phat hién tin gia.

Tivkhéa: Tri tué nhan tao tao sinh, phdt hién tin gia, kiém chirng thong tin.

1.PATVANDE

Trong ky nguyén chuyén doi s6, thong
tin tré thanh nguén luc chién luoc, 1a yéu tb
quyét dinh trong doi séng chinh tri, kinh té,
van hoa - xa hdi. Tuy nhién, vdi su bung nd
clia truyén thong sb 1a su gia ting nhanh
chdng cua tin gia (fake news), thong tin sai
léch (misinformation) va thong tin cé chu

dich thao ting (disinformation) [1].

Ngay nay, véi su hd tro ciia GenAl,
viéc tao ra van ban, hinh anh, video hodac
giong noi gia vai do chan thuc cao trd nén
don gian. Cong nghé deepfake ¢ thé tai tao
khuon mit va giong noéi cua ngudi ndi
tiéng; cac mo hinh ngdn ngir 16n c6 thé tao
ra bai viét, binh luan hodc “bang chimg” gia
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mang tinh thuyét phuc cao [2]. Cac hé
thong tao anh Al c6 thé sinh ra hinh anh vé
nhiing sy kién chua ting xdy ra nhu that.
Thuc té da xuét hién nhiéu vu viéc lan
truyén hinh anh gia vé tham hoa, phat biéu
gia mao cua lanh dao hay video cit ghép
nham thao ting du ludn trén mang xa hoi
[8]. Cac ndi dung nay thuong duogc lan
truyén voi te dd nhanh hon so véi qua trinh
kiém chimg va gdy ra cac hé qua x4u.

Bai toan phat hién tin gia khong con
don thuan 13 van d¢ k¥ thuat xir Iy van ban
hay phan tich hinh 4nh ma da tré thanh mét
thach thtrc lién nganh. N6 két hop giita
khoa hoc ditr liéu, truyén thong, an ninh
mang va chinh sach cong. Dac bi¢t khi ma
GenAl c6 kha nang lién tuc tu cai thién va
t6i wu héa ndi dung dau ra thi cac phuong
phap phat hién truyén théng chi duwa trén
diu hiéu bé mit tré nén kém hiéu qua [2].
Viéc nghién ctru mot cach hé¢ théng vé tin
gia trong ky nguyén GenAl, dong thoi phan
tich cac phuong phap phat hi¢n va nhirng
thach thirc méi dit ra c6 y nghia thyc tién
cao. Dy khong chi 1a van d& cong nghé ma
con 13 yéu ciu cdp thiét nham bao vé tinh
minh bach, d¢ tin cdy va an toan cua khong
gian thong tin s6. Muc tiéu ctia bai bao nay
1a phan tich tic dong ctia GenAl dbi véi sur
bién dbi cua tin gia trong mdi trudng truyén
thong s, dong thoi hé thong héa cac hudng
tiép c4n phat hién tin gia hién nay dudi goc
nhin cong nghé. Trén co s& dd, bai bdo lam
1 cac thach thirc mdi phat sinh trong qua
trinh kiém chimg thong tin khi cdc mé hinh
tao sinh ngay cang phat trién manh. Qua do,
nghién ctru gop phan cung cip mot khung
nhin tong hop vé bai toan phat hién tin gia
trong ky nguyén Al va ggi m¢ cac hudng
tiép can tich hop, da ting nhim ning cao

hiéu qua kiém chtng thong tin trong moi
truong truyén thong sb.

2. TRi TUE NHAN TAO TAO SINH VA
SU BIEN POI CUA TIN GIA TRONG
TRUYEN THONG SO

2.1.Khainiém va phan loai GenAl

GenAl 1a mot nhanh cua Al, n6 tap
trung vao hoc phan phdi xac suat cua dir
liéu huén luyén nham tao ra dix liéu méi c6
dic trung twong dong. Khac voi cac hé
thong Al truyén thong chi yéu thyuc hién
cac nhi¢m vu nhu phan loai, du doan, ra
quyét dinh,... thi GenAl ¢ kha nang sinh
randi dung méi dudinhiéu dang khac nhau.
Dua trén loai dit liéu dau ra, GenAl ¢6 thé
duoc phan loai thanh [4]:

e MO hinh tao sinh van ban: 1a cac mo
hinh ¢6 kha ning sinh chudi ngon ngir tu
nhién theo ngit canh dau vao. Tiéu biéu 1a
cac mo hinh ngoén ngir 1on (Large Language
Models - LLMs), thuong dugc xay dung
dua trén kién trac Transformer.

Mo hinh tao sinh hinh anh: 1a cac moé
hinh tong hop dit liéu thi giac dudi dang anh
méi tir dix liéu hudn luyén hodc tin hi¢u diéu
kién hoa. Cac phuong phap phd bién gdbm
mang ddi nghich tao sinh (Generative
Adversarial Networks - GAN) va mo hinh
khuéch tan (Diffusion Models) [3].

e MO hinh tao sinh &m thanh va giong
noi: 1la cac mo hinh tao tin hiéu am thanh
theo mién thoi gian, bao gém tong hop
giong ndi va sinh 4m thanh tong hop, dua
trén déc trung hoc dugc tur cac dit licu da
duoc hudn luyén.

e Sinh ma 1ap trinh: nhém mo hinh
nay tao ra hodc bién ddi chuong trinh may
tinh dudi dang ma ngudn. Hd tro cac tac vu
nhu sinh ham, hoan thién ma, chuyén doi
ngon ngit 14p trinh, goi y stra 16i,. ..



e M0 hinh da phuong thuc: 1a cac hé
thong c6 kha nang xir Iy va sinh dau ra 1a két
hop cta nhiéu dang dir liéu khac nhau nhu
van ban, hinh anh, am thanh,... vao trong
motkién tric thong nhat [5].

2.2. Co ché tao sinh ndi dung va tac dong
d6i véi thong tin sailéch

Xét vé nguyén ly hoat dong, cac
GenAl khong thuc hién danh gid gia tri
ding hay sai cua thong tin mand sinhra. N6
t6i uu hoa xac suat xuat hién cta chudi dit
lidu phtt hop véi ngit canh dau vao dua trén
phéan phéi xéc suat hoc duoc tir dit liéu hudn
luyén. Pac diém nay da dan dén mot sb hé
qua dang chi y d6i voi hién tuong thong tin
sailéchdo cac GenAltaora.

Thir nhat, cac md hinh ¢ kha ning tao
ra ndi dung c¢6 ciu truc logic, ngdn ngit mach
lac va c6 phong cach dién dat gan twong
ddng véi cac ngudn thong tin chinh théng.
Do d6 ¢o thé 1am gia ting muc do thuyét
phuc cdm nhén cta thong tin dugc tao sinh.

Thur hai, qua trinh tao sinh c6 thé duoc
diéu kién héa théng qua yéu cau dau vao,
cho phép nguoi st dung dinh hudéng noi
dung theo muc dich cu thé (bao gom ca viéc
tao 1ap va khuéch dai thong tin sai 1éch).

Mot van dé quan trong lién quan dén
ndi dung do GenAl tao ra la hién tugng 4o
giac mo hinh (hallucination). Trong trudong
hop nay, mé hinh c6 thé tao ra cac thong tin
¢6 vé hop ly vé mit ngon ngir nhung khong
6 co s& dir liéu thue té hodc khong tdn tai
trong cac nguodn dit liéu déng tin cay.

2.3. Pic trung ndi dung do GenAl tao ra
dwd1i goc nhin phat hién

Noi dung do cdc mo hinh GenAl taora
c6 mot sé dic trung vé thong ké, ngdn ngit
va cdu tric biéu dat. Cac dac trung nay
thuong duogc khai thac trong cac phuong
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phap phat hién dé phan biét giira van ban do
con nguoi viét va van ban duoc tao ra boi
GenAl

2.3.1. Pdc trung thong ké (Statistical
features)

Vin ban do cac mo hinh ngdn ngir tao
ra thudng c6 phan bd xéc sudt tir vung on
dinh theo ngir canh. Do cdc m6 hinh GenAl
duoc huin luyén vé1 muc tiéu dy doan
chudi tir ¢6 xéc suét cao nhét, nhiing tir hodc
cum tir pho bién trong ngir canh hién tai c¢6
xu hudng dugce lya chon cao [9]. Vi vay,
vin ban do Al tao ra thuong c6 hon loan
(perplexity) thap hon va muc d6 dy doan
cao hon so véi vin ban do con nguoi viét.
Ngoai ra, sy bién dong ty nhién trong phan
bd tir vung ctia van ban tao sinh (burstiness)
thap do qua trinh sinh ndi dung uu tién cac
cAu triic ngdn ngit phd bién va on dinh.
2.3.2. Ddc truwng ngon ngit (Linguistic
features)

No6i dung do Al tao ra thuong c6 muc
do troi chay ngit phap cao va ty 1é 16i hinh
thire thdp. Cac mo hinh ngén ngit 16n dugc
huén luyén trén khéi luong dir liu van ban
16n nén c6 kha ndng tao ra cac cau hoan
chinh, ding cdu tric ngir phap va phu hop
voi nglr canh [9]. Tuy nhién, sy trdi chay
nay d6i khi ddn dén hién tuong “chuan hoa
qua muc”, trong d6 cac cau van co ciu tric
tuong dbi dong déu va it xuat hién cac bién
thé ngon ngir mang tinh c4 nhan hodc ngau
nhién nhu trong van ban ciia con nguoi.
2.3.3. Pdc trung ciu tricc (Structural
patterns)

Bén canh céc dic trung thong ké va
ngdn ngit, van ban do Al tao ra ciing c6 thé
biéu hién mot s6 mau cu tric lap lai trong
cach to chirc ndi dung. Cac doan vin
thuong dugc xay dung theo nhitng khuén
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mau dién dat quen thudc, chéng han nhu
cdu tric giai thich theo timg budc, liét ké c6
trat tu hodc cac mau lap luan mang tinh hé
thong [10], [11]. Nhimng dic diém nay gbop
phén tao nén tinh mach lac cuia van ban.

Céc dac trung trén cung cép nhing tin
hi€u quan trong cho cac phuong phap phat
hién ndi dung tao sinh. Tuy nhién, khi cac
mo hinh GenAl ngay cang duoc cai tién thi
ranh gidi gitra van ban ciia con ngudi va van
ban do Al tao ra ngdy cang tr¢ nén mo nhat.
N6 dit ra nhiéu thach thirc méi cho cac hé
thong phat hién van ban do Al tao ra.

3. THU'C TIEN TIN GIA PUQC TAO
RATUAI

Su phat trién cta cac hé GenAl khong
chi 1am thay d6i phuong thirc san xuat ndi
dung trén phuong dién ly thuyét ma con tao
ra nhitng biéu hién tac dong truc tiép trong
cac linh vuc chinh tri, kinh té va xa hoi. Cac
hién tuong nhu video deepfake, gia mao
hinh anh va tong hop giong néi cho thay
thong tin sai Iéch trong ky nguyén Al da c6
anh huong dén nhan thirc cong ching va
mai trudng truyén thong.

3.1. Cac hinh thire tin gia

Su phét trién ciia GenAl di lam gia
tang cac hinh thuec tin gia dya trén kha nang
gia mao danh tinh véi mic d6 chan thyc
cao. Cac cong nghé nhu deepfake, tong hop
giong no6i va mo hinh ngon ngir 16n cho
phép tao ndi dung mo phong con nguoi, tur
d6 tac dong truc tiép dén nhan thirc va hanh
vicua cong chung.

Trong linh vuc chinh tri, deepfake
dugc st dung dé tao video gia mao phat
biéu cua lanh dao. Pién hinh 13 video gia
Téng théng Ukraine Volodymyr Zelenskyy
kéu goi ddu hang (2022) hay doan ghi 4m
gia lién quan dén Michal Simecka trong

bau ctr Slovakia (2023). Cac ndi dung nay
lan truyén nhanh chéng trude khi duoc
kiém ching. Lam gia ting nguy co thao
ting du luan va gy nhiéu loan thong tin.

Trong truyén thong va thuong mai,
GenAl cho phép gid mao hinh anh va giong
n6i ngudi ndi tiéng trong quang cao hoic lira
dao, khai thac uy tin ca nhan dé ting do tin
cdy cam nhan. Dé)ng thoi, kha nang tao noi
dung c4 nhan hoa & quy mo l6n lam mo ranh
gi61 gifra ung dung hgp phap va gid mao.

Trong linh vuc tai chinh, cac hinh thtrc
ltra ddo ngay cang tinh vi véi viéc gid mao
giong noi lanh dao dé yéu cau giao dich
khan cap, két hop chatbot c6 kha nang hoi
thoai da luogt va thich ung ngir canh. Viéc
tich hop dir liéu ca nhan va ky thuat thao
tung xa hoi lam tang hiéu qua lvra dao va
gay khé khan cho cac phuong phap phat
hién truyén thong.

Tin gia dua trén gia mao danh tinh do
GenAl tao ra cé tinh da dang, quy mé 1on va
murc d6 tinh vi cao, dat ra yéu cau phat trién
cac phuong phap phat hién va kiém chimg
phtt hop trong mdi trudng truyén thong so.
3.2.Pic diém méi ciia tin gia thoi Al

Co6 thé khai quat mot s6 dic diém ciu
thanh cua thong tin sai léch trong bdi canh
GenAlnhusau:

Tinh da phwong thirc

Thong tin sai léch khong con chi gidi
han & vin ban ma duoc thé hién dudi dang
két hop nhiéu phuong thirc dir liéu nhu hinh
anh, am thanh va video. Sy tich hop nay
lam tang mirc d§ cam nhén va nang cao hi¢u
qua thuyét phuc d6i vi ngudi tiép nhan.

Khda nang mo rong quy mo

Qua trinh tao 1dp ndi dung dugc tu
dong hoa & mirc cao, cho phép trién khai va
duy tri hoat dong phat tan thong tin sai I¢ch



trén quy mo 16n trong thoi gian ngan. Vi du,
caché théng tao ndi dung dua trén mo hinh
GenAl c6 thé tao ra sb lugng 16n bai viét,
binh luan hodc bai dang mang xa hoi chi
trong thoi gian ngan. Khi két hop voi mang
bot hodc tai khoan ty dong thi cac ndi dung
nay c6 thé duoc phat tan dong thoi trén
nhiéu nén tang khac nhau 1am gia ting tdc
d6 lan truyén cua thong tin sai 1éch.

Gidm chiphi sin xudt

GenAl lam giam dang ké yéu cau vé
ngudn lyc ky thuat va chi phi can thiét dé
tao ndi dung gia mao co chét lugng cao.
Viéc giam rao can cong nghé co thé gop
phan mé rong déi tuong c6 kha nang tham
giataorandi dung sai I¢ch.

Gia tang kho khdn trong phdt hién
bang cim quan

Chét luong biéu dat ciia thong tin ngay
cang tinh vi khién viéc phan biét noi dung
that - gia bang truc giac trd khé khan. Lam
suy giam vai trd ctia cac co ché kiém chiing
truyén thong va dit ra yéu cau phét trién cac
phuong phép phat hién dya trén hoc may,
phan tich théng ké va khung danh gia da
phuong thuec.
4. CAC PHUONG PHAP PHAT HIEN
TIN GIATRONG KY NGUYENAI

Trong bdi canh GenAl ngay cang phat
trién manh, phat hién tin gid da tré thanh
mot bai toan lién nganh, két hop xtr Iy ngon
ngilt ty nhién, thi gidc may tinh, phan tich
mang x4 hoi va k§ thuat truy vét ngudn gbe.
Cac phuong phéap phat hién tin gia hién nay
c6 thé dugc chia thanh bén nhém chinh
(Hinh 1) gdm: dya trén ndi dung (Content-
based), dua trén siéu dir liéu (Metadata-
based), dua trén ngit canh mang xa hoi
(Social-context) va dwa trén co ché
watermark - truy xudt ngudn gdc.
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Hinh 1. Khung phat hién tin gia da ting
trong ky nguyén Al tao sinh

4.1.Phat hién dva trén ngi dung

Phuong phap dua trén ndi dung tap
trung vao phan tich truc tiép dir liéu van
ban, hinh anh, 4m thanh hodc video nham
phat hién ddu hiéu bat thuong trong noi
dung. Cach tiép can nay gia dinh ring noi
dung do Al tao ra mang cac dic trung thong
ké hodc cAu trac khéc biét so véi dit liu tu
nhién do con nguoitaora[6],[7].

Phan tich déc trung ngon ngir

Céc dic trung ngdn ngir nhu phan bd
tr vung, d0 phurc tap ¢t phap, mic do lap lai
va x4c suat chudi token duoc st dung lam
tin hi€u nhan dién. Cac mo hinh dua trén
perplexity hodc phan tich xac suit token co
thé khai thac sy khac biét thong ké giita vin
ban do con nguoi va van ban do mo hinh
ngon ngir 16n tao ra. Tuy nhién, khi m6 hinh
sinh ngay cang tién tién, sy khac biét vé mit
ngdn ngit ¢ xu hudong thu hep, lam giam
hiéu qué ctia cach tiép can nay.

Phan tich hinh anh, video

Trong deepfake, cac phuong phap
phat hién tap trung vao viéc xac dinh bat
nhit trong chuyén dong, anh sang, 6 bong,
tan s6 nhiéu hodc dic trung sinh hoc (vi du
nhu tan sudt chép mit bat thuong). Nhing
tin hiéu nay phan 4anh han ché trong qua
trinh tong hop dir liéu thi giac. Tuy nhién,
su phat trién ctia cac mo hinh khuéch tan va
k¥ thuat hau xur ly ngay cang lam suy giam
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cac dau hiéu bat thuong dé quan sat. Tuy
nhién, v&i su phat trién ctia mo hinh khuéch
tan, chat lugng hinh anh ngay cang cao lam
giam cac ddu hiéu gia mao ro rang [3].

Mo hinh deep learning va phdt hién
daphwong thirc

Cac kién trac hoc sau duge st dung dé
hoc biéu dién dic trung truc tiép tur dir liéu,
cho phép tich hop tin hiéu tir nhiéu phuong
thirc nhu van ban, hinh anh va 4m thanh
trong mot khung phét hién théng nhat. Xu
huéng hién nay chuyén tir phat hién don
phuong thuc sang phat hién da phuong
thirc nham khai thac tinh bd tro giira cac
ngudn tin higu.
4.2. Phathién dua trén siéu dir li€u

Phat hién dua trén siéu dir liéu khai thac
cac dau vét ngoai sinh gan véi qua trinh tao
1ap, xtr ly va phan phdi ndi dung s6. Gia dinh
rang ndi dung do GenAl sinh ra thuong ¢6
cac bét thuong trong thong tin phu tro hoic
trong chu trinh xtr Iy dir ligu [12].

Phén tich mé hinh tao va phén phoi
ngi dung

Céc dic trung lién quan dén thoi gian
tao, tAn suat xuat hién va mo hinh hoat dong
6 thé cung cép cac tin hiéu nhan dién bét
thuong. Su xuat hién dong thoi cia nhiéu
ndi dung tuong tu trong khoang thoi gian
ngin hodc cac mau lan truyén khong phu
hop véi hanh vi nguoi dung thong thuong
¢6 thé cho théy qua trinh tao sinh tu dong
hoc phat tan c6 to chuc.

Phdn tich diu vét thiét bi va nguon
dirliéu

Dit liéu hinh anh va video k¥ thuat sé
thudng chira thong tin vé thiét bi thu nhan
va quy trinh xtr ly. Phén tich cac dau vét nay
suy luan duoc nguén géc thiét bi, phat hién
su khong nhat quan cta chudi tao dit liéu,

10

céc dau hiéu tong hop hoic chinh sira.

Phén tich dau vétxie 1y hiu ky

Cac thao tac chinh stra va nén dir liéu
c6 thé dé lai cac bit nhat cau truc trong dir
lidu. Viéc truy vét lich sir xtr ly hodc phat
hién sy khong dong nhét trong ddc trung
nén cung cip co s bd sung dé nhan dién ndi
dung bi thao tung.

Phat hi¢n dya trén siéu dir li€u phu
thudc vao tinh toan ven va kha nang truy
xut thong tin phy trg. Phuong phap nay
thuong duogc sir dung két hop v6i phan tich
n6i dung va phan tich lan truyén thong tin
nham nang cao d6 chinh xac.

4.3. Phat hién dua trén ngir cinh mang
xa hoi

Trong méi trudong mang xa hoi, thong
tin sai 1éch khong tdn tai mot cach doc lap
ma gan lién voi qua trinh lan truyén trong
mang nguoi ding. Do do, tin gia ¢ thé
duoc phat hién thong qua phan tich qua
trinh lan truyén, cdu tric mang lan truyén
va hanh vi cua cac tac nhan tham gia [1][6].

Phén tich dpng hoc lan truyén

Céc nghién ctru thyc nghiém cho thay
thong tin sai 1éch thuong c6 moé hinh lan
truyén khac biét so vai thong tin da dugc
kiém chimg [7]. Viéc mé hinh héa qué trinh
lan truyén cho phép trich xuat cac dic trung
thng ké phuc vu phan loai noi dung.

Phan tich cdu triic mang

Mang xa hdi cé thé duoc biéu dién
dudi dang d6 thi trong d6 nut dai dién cho
nguoi ding va canh biéu thi quan hé tuong
tac. Cac phuong phap hoc trén dd thi cho
phép khai thac cdu trac lan truyén, nhan
dién cac cum cong ddng co tinh khép kin va
phat hién cac két ndi bat thuong lién quan
dén hoat dong phat tan thong tin sai Iéch.

Phan tich hanh vi tac nhdn va phdt



hién tw dong hoa

Céc tai khoan tg dong dong vai tro
quan trong trong viéc khuéch dai pham vi
tiép can cua nodi dung sai 1éch. Viéc phan
tich dac trung hanh vi, tan suat hoat dong va
vi tri cAu triic ctia tai khoan trong mang ludi
cho phép nhan dién céc tic nhan c6 ddu higu
tudong hdahoac phéi hop cod t6 chire.

Cach tiép can dya trén ngit canh mang
x4 hdi phu thudc vao kha nang truy cap dit
lidu ctia nén tang mang xa hoi va thuong
kho ap dung trong giai doan dau cua qua
trinh lan tmyén khi dir liéu con han ché.

4.4. Watermark Al va truy vét ngudn goc

Ngoai cac phuong phap phat hién nhu
néu trén, mot hudng tiép cdn mai 1a nhung
tin hiéu nhan dién truc tiép vao nodi dung
trong qua trinh tao sinh, duoc goi la
watermark Al. Phuong phap watermark
chii yéu hudng t6i truy xuat ngudn goc tao
sinh cua dir li¢u, giup nhén di¢n ndi dung co6
duoc tao raboi hé thong Al hay khong.

V& mit ky thuat, watermark cé thé
dugc tich hgp vao qua trinh sinh dit li¢u
thong qua cac co ché diéu khién thong ké
cua md hinh. V61 van ban, watermark
thuong dugc thuc hién béng cach diéu
chinh c6 kiém soat phan bd xac sudt cia cac
token trong qua trinh sinh, tir d6 tao ra cac
dau vét théng ké dic trung c6 thé dugc phat
hién bang cac phép kiém dinh phithop [13].
D6i véi dit ligu hinh anh hodc video,
watermark c6 thé duoc nhiing duéi dang tin
hiéu 4n trong mién tan s6 hodc trong khong
gian ddc trung cua mo hinh. Tuy nhién, hi¢u
qua ctia watermark phu thudc dang ké vao
dd bén ctia tin hiéu trude cac thao tic hau xu
ly nhu nén dir 1i€u, chinh stra ndi dung hodc
chuyén d6i dinh dang. Nhitng bién d6i nay
¢6 thé 1am suy giam hoac loai bo tin hi¢u
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watermark, gdy kho khan cho qua trinh truy
vét ngudn gbc. Ngoai ra, trong mdi trudng
ma ngudn mo hodc cac hé théng phan tén,
viéc ap dung watermark mot cach déng bo
vanhat quan gap nhiéu thach thirc.

4.5. So sanh ciac phwong phap phat hién
tin gia

Cac phuong phap phat hién tin gid hién
nay c6 nhitng dic diém bd tro 13n nhau,
khong c6 phuong phap nao don 1é c6 thé
giai quyét toan dién bai toan.

Phuong phap dua trén ndi dung c6 uu
diém la khai thac tryc tiép dir liéu dau vao,
dé trién khai va co thé hoat dong ngay tir
giai doan dau khi thong tin méi xuat hién
[12]. Phuong phap nay c6 han ché khi cac
mo hinh tao sinh ngay cang tinh vi, lam
giam sy khac biét gitra ndi dung that va gia.

Phuong phéap dua trén siéu dit liéu cho
phép khai thac cac dau vét ngoai sinh. Uu
diém cua cach tiép can nay 1a kha nang phat
hién cac bat thuong trong quy trinh tao va
phan phéi ndi dung. Nhuoc diém 16n 1a phu
thudc vao tinh toan ven cua siéu dir liéu,
trong khi cac thong tin nay co thé bi x6a
hodc gid mao.

Phuong phap dua trén ngit canh mang
xa hoi c6 kha nang phan tich sau qua trinh
lan truyén, cdu triic mang va hanh vi nguoi
dung [1], [12]. Tuy nhién, ndé phu thudc vao
kha niang truy cap dir liéu nén tang va
thuong khong hi¢u qua trong giai doan sém
khi dit liéu lan truyén con han ché.

Phuong phép watermark va truy vét c6
vu diém 13 kha ning xac minh ndi dung do
Al tao ra mot cach cé hé théng [13]. Tuy
nhién, phuong phéap nay phu thudc vao viéc
tich hop tir phia nha phat trién va gap thach
thire vé& do bén tin hiéu trude cac bién dbi
hauxtrly.

11
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Bang 1. So sanh wu, nhugc diém cac phuong phéap phat hién tin gia

2 2 Phu h
Phuong phap U'u diém Nhuge diém i hop
giai doan
A .. | - Khong phu thudc nén tang | - D€ bj danh lira bdi ndi dung
Dya trén ndi ‘ . PN . . ..

) " | - Ap dung sém khi tin vua | do Al tinh vi | Giai doan
dung (Content- Ly a o . ,
based) xuat hién - Kho phat hién khi ndi dung som

- Hiéu qua véi dir liéu 16n “giong that”
Dua trén siéu dit | - Phat hién bat thuong | - DE bi xoda/stra metadata ..
L N . . R Giai doan
liéu (Metadata- | ngudn goc - Phu thugc kha néang truy cép .
. e ~ 1in trung gian
based) - It phy thudc ndi dung dir liéu
Dua trén ngit L Ny . 2 N . N

N & _ | - Phat hién chién dich c6 t0 | - Can dit li€u lon tir nén tang .
canh mang xa i R o L Giai doan

.. . chuce - Khong hiéu qua khi tin chua 3
hoi (Social- e n , R lan truyén

- Nhan dién bot hi¢u qua lan rong
context)
- Phu thudc nha phat trién
- Xac dinh noi dung do AL |~ " e Tha phat
- Dé bi suy gidm qua chinh o
tao , Hau kiém/
Watermark R R o stra P
- Khéng phu thudce phan tich R i L o truy vét
N - Khong danh gia ding/sai noi
ndi dung
dung
5. THACH THUC VA PINH HUONG nhiéu dang biéu dat.

NGHIEN CUU TRONG PHAT HIEN
TINGIA

Su phat trién ctia GenAl lam gia tang
do phtrc tap cua thong tin sai 1éch va cung
cap cac phuong tién k§ thuat dé phat hién,
phan tich va kiém ching noi dung. Tinh
chat hai mat nay phan anh dic trung song
hanh ctia Al trong hé sinh théi truyén thong
s0: Al vira 1a ngudn phat sinh rui ro thong
tin vira 1a thanh phan cét 15i cia ha tang
kiém chung tu dong.
5.1. Vai tro hd tro kiém chirng ctia AT

Phén tich ngi dung quy moé lon: Cic
hé théng hoc sau cho phép xir Iy va phan
tich dir liéu da phuong thirc & quy mo 16m,
hd trg nhan dién bat thuong trong cAu tric
ngon ngir, dac trung hinh anh va tin hi€¢u am
thanh. M6 hinh da phuong thuc dac biét
hitu ich trong phat hién ndi dung tich hgp
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Hb tro' quy trinh kiém chitng: Al c6
thé tu dong trich xuét thong tin can kiém
chtng, truy xudt ngudn tham chiéu va tong
hop bing chimg lién quan. Céc kién tric két
hop truy xuét va tao sinh gitip nang cao hiéu
qua xtr 1y thong tin trong cac quy trinh kiém
ching ban tu dong.

Phén tich lan truyén: Phuong phap
hoc may va hoc trén dd thi cho phép nhén
dién cac mau lan truyén bét thuong, cum tai
khoan phdi hop va hoat dong khuéch dai c6
chu dich. AI c6 thé hd tro phat hi¢n sém cac
chién dich thong tin sai léch ¢ cp do hé
thong.
5.2.Cudc dua “Al chéng AI”

M&i quan hé gitta mé hinh tao sinh va
mo hinh phat hién co thé dugc xem nhu mot
hé thdng d6i khang dong. Su twong tac giira
mo hinh tao sinh va mé hinh phat hién tao



thanh mot vong ldp canh tranh vé cong
nghé. N6 phan anh ban chét “Al chong AI”
trong bai toan kiém chung thong tin. Mdi
cai tién trong ndng luc tao sinh tao ra ap luc
cap nhat dbi voi hé thong phat hién, dan dén
chu trinh tai huin luyén lién tuc. Mot thach
thirc 16n 1a kha ning téng quat hoa ctia md
hinh phat hién di mat véi dir liéu nam
ngoai phan phdi huin luyén hoic cac kién
trac GenAI méi ra doi. Do d6, nhu cau phat
trién cac phuong phéap phat hién tin gia dya
trén nguyén ly nén tang thay vi phu thudc
vao dac trung riéng cua ting mo hinh.

Generative Models

Improve fake quality

\ Detection Models 1
= === 4 Improve detection methods

Adversarial _-
®5. dynamics ~

Hinh 2. Pong hoc ddi khang giita
md hinh tao sinh va phat hién

Trong Hinh 2 minh hoa vong 1ap canh
tranh gitta m6 hinh tao sinh (Generative
Models) va mo hinh phat hién (Detection
Models). Trong d6 céac hé théng tao sinh
lién tuc cai thién chat lugng nd1 dung gia,
trong khi cac hé théng phat hién nang cao
nang luc nhan dién thong qua cac k¥ thuat.
5.3. Cac thach thirc nghién ciru trong ky
nguyén GenAl

Bén canh nhirng tién bo, phat hién tin
gia van ddi mat v6i nhiéu thach thire quan
trong:

Su tién hoéa nhanh cua nodi dung gia:
Noi dung do Al tao ra ngay cang tinh vi va
thay d6i lién tuc khién cac mo hinh phat
hién kho thich Gmg néu chi dwa trén dir liéu
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huén luyén tinh [4]. Tinh da phuong thirc
cling 1a mdt tré ngai 16n trong phat hién tin
gia.

Thiéu dit liéu chuan hoa va gan nhan:
Viéc xay dung b dir liéu da dang, dang tin
cdy van la mot thach thuc 16n trong cac
nghién ctu.

Tinh gidi thich cta mo6 hinh
(Explainability) [14]: Cac md hinh hoc sau
c6 do chinh xéac cao nhung kho giai thich,
gy han ché trong ing dung thuc tién.

Tinh hai méat cia AI: Cing mdt cong
nghé c6 thé vira dung dé phat hién vira dung
dé tao ra tin gia, 1am gia tang do phirc tap
cuabai toan.

5.4. Pinh hwéng nghién ctru trong twong
lai

Tir cac phan tich ¢ trén, mot sé hudng
nghién ctru tiém nang c6 thé duoc dé xuét
cho nghién curu phat hién tin gia trong ky
nguyén cta sy phat trién Al nhu sau:

e Phat trién m6 hinh da phwong thirc
(Multimodal Learning): Két hop dong thoi
van ban, hinh anh, video va 4m thanh dé
nang cao do chinh xac phat hién.

e M5 hinh lai (Hybrid models): Két
hop giita phuong phép truyén thong (rule-
based, statistical) va phuong phap hoc sau
nham tn dunguu diém cta ca hai.

e Tich hop LLM véi hé théng kiém
ching (LLM + RAG): Sir dung truy xuat tri
thirc ngoai dé kiém chung thong tin theo
thoi gian thye.

e Phat hién som (Early detection):
Tap trung vao nhan dién tin gia ngay khi
méi xuat hién, trudce khi lan truyén rong.

e Chuin héa watermark va truy vét
ngudn gbc: Xay dung cac tiéu chuan ky
thuat chung nham ting kha ning twong
thich giita cac hé thong.

e Hoc lién tuc: Cho phép md hinh

13
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thich ng voi cac dang tin gia modi ma
khong cAn hudn luyén lai toan bd.
6. KET LUAN

GenAl dang lam bién ddi sau sic ban
chit cta tin gia trong méi truong truyén
thong so, tir hinh thire biéu dat ¢én quy mo
va co ché lan truyén. Nghién ctru ndy cho
théy viéc phat hién ndi dung sai 1éch khong
thé dya vao mot ngudn tin hiéu don 1¢ ma
can tiép can tich hop, két hop giita phan tich
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