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Tém tiit: Trong boi canh nguy co ro ri khi gas ngay cang gia tdang, viéc phdt trién cdc hé thong gidm sdt
théng minh la can thiét. Bai béo trinh bay hé thong gidm sdt nong dg khi gas diea trén IoT sir dung mang
ZigBee véi cdu triic mesh gom Coordinator, Router va End Device, tich hop XBee S2C, Arduino Nano,
ESP8266 va nén tang Blynk. Thudt todn phat hién khi gas dwoc trién khai tai node Router gitip phdn irng
nhanh tai ché khi vieot ngueong. Két qua thue nghiém cho thdy cam bién ddp vmg nhanh (<1 gidy), hé
thong c6 do tré thap, hoat dong on dinh véi dé tin cdy cao va khd ndng tw phuc hoi mang. Gidi phdp dé
xudt cé tinh kha thi va tiém nang vmg dung trong gidm sdt an toan khi gas.

Tir khéa: [oT: ZigBee; mang mesh; gidm sat khi gas; cam bién MQ?2

Abstract: In the context of increasing gas leak risks, the development of intelligent monitoring systems
is essential. This paper presents an loT-based gas concentration monitoring system using a ZigBee mesh
network structure consisting of a Coordinator, Router, and End Device, integrating XBee S2C, Arduino
Nano, ESP8266, and the Blynk platform. The gas detection algorithm is implemented at the Router node,
enabling rapid on-site response when thresholds are exceeded. Experimental results show that the sensor
responds quickly (<I second), the system has low latency, operates stably with high reliability, and has
network self-recovery capabilities. The proposed solution is feasible and has potential applications in gas

safety monitoring.
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1. Pit van dé

Trong bi canh phat trién manh mé& cua Internet
of Things (IoT), cac hé¢ théng giam sat moi truong
thong minh ngay cang dugc quan tam va g dung
rong rai trong cong nghlep cting nhur doi song. Mot
trong nhitng van dé cap thiét hién nay 1a kiém soat
nong do khi gas tai cac khu vuc nhu nha may, kho
chira, khu dan cu hay cac khong gian kin, noi tiém an
nguy co chay nd va anh huong nghiém trong dén sirc
khoe con nguoi. Cac phuong phap giam st truyén
thong thuong phu thudc vao thiét bi don 1¢, kha nang
ma& rong han ché, chi phi cao va khé dap tng yéu cau
giam sat theo thoi gian thuc trén dlen rong.

Su ra doi cua cac cong nghé truyen thong khong
day cong suét thip dd mo ra hudng tiép can mai cho
cac hé théng giam sat phan tan. Trong do, ZigBee
n6i bat nho wu diém tiéu thy nang lugng thap, chi phi
trién khai hop 1y, kha ning mo rong linh hoat va hd
trg cau triic mang mesh phi hop véi cac ing dung
[oT quy mo 16n. Vlec ung dung mang ZigBee trong
hé thong giam sat nong d6 khi gas cho phep thu thap
dir liéu tir nhidu diém do khac nhau, truyen tai on
dinh va dam béo tinh lién tuc cuia h¢ thong ngay ca
khi mot sb nat gap su cd.

Tuy nhién, viéc trién khai hiéu qua mang ZigBee
trong thuc t& van con nhiéu thach thirc nhu t6i uu ciu
tric mang, dam bao do tin cdy truyén thong, giam
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tiéu thu nang lugng cua cac node, cling nhu nang
cao do chinh x4c va kha nang phan hdi kip thoi cua
hé théng giam sat. Do d6, viéc nghién ciru u’ng dung
mang ZlgBee trong hé thong [oT giam sat nong do
khi gas 14 can thiét, nham dé xuét giai phap phu hop,
g6p phin ning cao hiéu qua giam sat, dam bao an
toan va hudng téi xay dung cac hé thong IoT thong
minh, bén viing.

2. No¢i dung nghlen ciru

2.1. Xay dwng so do hé thong mang Mesh

2.1.1. So do tong thé

Blynk
iCloud

Intemnet

Intemet | —

(ESP8266);

Hinh 1: So d6 mang Mesh tong thé

Hé thdng duoc thiét ké theo mo hinh phan tan véi
ba node chinh hoat dong trong mang Zigbee mesh,
két ndi V01 Internet thong qua mat gateway dé glao
tiép voi nén tang dam may Blynk. H¢ thong bao gom
ba thanh phén chinh:

- Coordinator (ZC): Déng vai trd trung tam cua
mang Zigbee, khoi tao mang, quan 1y bao mat va két
nbi v6i Internet. Node ZC sir dung module ESP8266
(NodeMCU) két hop v6i XBee S2C dé thuc hién
churc ndng gateway, nhan dir liu tir cac node khac va
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guri 1én Blynk, dong thoi chuyén 1énh diéu khién tir
Blynk xudng cac node dich.

- Router 1 (ZR1): Node Router m¢ rong pham
vi mang, déng thoi thye hién chuc nang diéu khién
LED. ZR1 hoat dong lién tuc, chuyén tiép dir liéu
cho cac node khac néu can.

- Router 2 (ZR2): Node Router thtr hai, tich hop
cam bién MQ2 dé giam sat khi gas, Relay dé diéu
khién tai 16n va buzzer dé canh bao tai chd. ZR2 tu
dong kich hoat Relay va buzzer khi ndng do khi gas
vuot nguong.

2.1.2. Cdu hinh mang Zigbee

Viéc céu hinh mang Zigbee 1a budc quan trong dé
dam bao cac node hoat dong on dinh, giao tiép hai
chiéu chinh x4c va tn dung ti da ddc tinh mesh cua
cong ngh¢ Zigbee.

Dé cac node co thé join ciing mdt mang va giao
tiép hiéu qua, tit ca cac module XBee S2C déu duoc
c4u hinh véi cac thong sé sau:

- PAN ID (ID): 2004 (hex) Gié tri nay phai giéng
nhau trén tat ca cac node dé chung thudc cung mot
mang ca nhan. PAN ID duoc chon la gia tri co dinh
dé tranh xung dot v4i cac mang Zigbee khac.

- Baud Rate (BD): 9600: Téc do truyén thong
gitta XBee va thiét bi vi diéu khién ESP8266 duoc
dat & mirc 9600 bps dé dam bao tinh 6n dinh va twong
thich v&i SoftwareSerial.

- API Enable (AP): Ché do API mode v&i escape
character (API 2) dugc chon dé truyén dit lidu c6 cau
triic, hd trg xir 1y frame chinh x4c va phat hién 16i
checksum.

Scan Channels (SC): Ox1FFE (méc dinh): Quét
toan bd 16 kénh Zigbee (kénh 11-26) dé chon kénh
it nhi€u nhat.

Zigbee Stack Profile (ZS): 0 (Zigbee PRO).

Str dung profile Zigbee PRO dé hd tro mang mesh
day du va bao mat AES-128.

2.1.3. Cdu hinh chi tiét cho tirng logi node

- Coordinator (ZC — ESP8266 + XBee S2C):

CE (Coordinator Enable): 1 (Enabled): Node nay
khoi tao mang Zigbee va quan ly toan by qua trinh
join cua cac node khac.

DH (Destination Address High) va DL
(Destination Address Low): 0x000000000000FFFF
(broadcast): Cho phép ZC gui dit liéu broadcast dén
tat ca node trong mang.

A% (Channel Verlﬁcatlon) 1 (Enabled): Kiém tra
kénh dé dam bao mang 6n dinh.

- Router (ZR1 va ZR2 — Arduino Nano + XBee
S$2C)

CE: 0 (Disabled): Khong 1am Coordinator, chi
tham gia mang hién cé.

DH/DL:  0x0000000000000000

(i vé
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Coordinator): Cac node Router gui dit liéu mac dinh
vé ZC.

JV: 1 (Enabled): Ty dong kiém tra va join kénh
dung khi mang thay doi.
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Hinh 2: Céu hinh ZC trong XCTU

2.2. Xay dwng luu dé thudt todn

Thuat toan ty dong phat hién va xu 1y sy ¢d khi
gas duoc trién khai trén node Router 2 (ZR2), nhim
dam bao phan tng nhanh chong tai chd ma khong
phu thudc vao két ndi Internet hodc phan hoi tur
Blynk. Thuat toan dugc thiét ké don gian, hiéu qua,
chay trong vong lap chinh ctia chuong trinh Arduino
Nano.
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Hinh 3: Luu do thudt todn

Muc tiéu cua thudt toan 1a lién tuc giam sat gia
tri analog tir cam bién MQ2, so sanh v6i ngudng an
toan da dinh nghia trudc, va thuc hién cac hanh dong
can thiét khi phat hién nong do khi gas vuot qua mirc
cho phép. Céac hanh dong bao gdm:

- Kich hoat buzzer dé canh bao 4m thanh tai chd.

- Tu dong bat Relay dé thue hién bién phap khéan
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cap (vi du: bat quat thong gio, cit ngudn dién, dong
van gas...).

- Gri thong bao trang thai vé Coordinator (ZC) dé
cap nhat lén Blynk va giri canh bao push cho nguoi
dung.

Céc tham s6 chinh cua thudt toan

- Ngudng canh bao: 500 (gia tri analog tur 0-1023,
da calibrate thyc té trong moi truong khong khi sach
va khi tht véi khi gas tur bat lua).

- Khoang thoi gian doc cam bién: 5000 ms (5
gidy) dé dam bao phan tng nhanh nhung khong lam
qua tai CPU va mang Zigbee.

- Bién trang thai: Boolean dé theo ddi xem canh
bao dang hoat dong hay khong, tranh gui thong bao
1ap lai lién tuc

2.3. Két qua nghién ciru

- Mo hi khao sat thuc té.

Hinh 4: M6 hinh giam sat nong dé khi Gas

- Két qua do ndng do khi gas tir cam bién MQ2
(node ZR2)

Thyc nghiém béng cach thyc hién dat MQ?2 trong
khong khi sach, sau do thir véi khi tir bat Itra (khong
cham Itra) & khoang cach 10-20 cm. Mai trudng hop
do 5 lan, ghi gi4 tri analog (0-1023).

Bang 1: Gia tri MQ?2 trong cdc diéu kién khac nhau

Piéu kién Gia tri analog | Trang thai hé | Trang thai trén | Thoi gian phin
mbi trudng trung binh théng (tai chd) | Blynk (V5) 1img (gidy)
Khéng khi Buzzer tit,
‘ X 200 - 300 : 200 - 300
binh thudng Relay tat
Khi bat lira Buzzer kéu, 600 —800 + X
. 600 - 800 o <1 gidy
gan (5 em) Relay bt log event i
o Buzzer kéu
Khoi tir bat . 800 — 1000 + .
. 800 - 1000 lién tuc, Relay <1 gidy
lia . . log event -
bat
Nhdn xét:

- MQ2 phan tmg rat nhanh (<1 gidy) khi tiép xtic
khi gas.

- Ngudng 500 dugc chon phu hop: khong khi
sach <250, khi gas nhe >500.

- Khi gas cao, Relay va Buzzer bat ngay tai chd,
dong thoi Blynk nhéan log event “Canh bao khi gas
cao” va push notification trong 2—4 gidy.

- Thoi gian phan hdi 1énh ON/OFF tir Blynk

Thyc nghiém dugc thuc hién 30 14n cho mdi node
(ZR1 LED, ZR2 Relay), do thoi gian tir lac cham nit
Switch trén Blynk dén khi thiét bi chap hanh thay d6i
trang thai.
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Bdng 2: Thoi gian phan hoi lénh diéu khién

.| S614n | Thoi giantrung | Tht glantdi | Thi glan | Ty 18 thanh
Node| Thiét bi ‘ G ol )
test binh (gidy) thiéu (gidy) | t6i da|(gidy) | cong (%)
ZR1 LED 20 2 12 3 100
ZR2 | Relay 20 2 12 3 100
Nhan xét:

Do tré trung binh 1.8-2.1 gidy, chii yéu do d6 tré
mang Internet va xu ly frame Zigbee. Ty 1¢ thanh
cong 100% trong diéu kién phong thi nghiém.

- Tam song va d6 6n dinh mang Zigbee

St dyng phin mém XCTU (két nbi voi
Coordinator) dé doc gia tri RSSI cua cac node khi
nhan goi tin tr ZED va ZR1/ZR2.

Theo dbi lién tuc dit liéu cam bién va lénh diu
khién trong 24 gi¢ dé kiém tra ty 1¢ mat goi tin va kha
ning phuc hdi mang.

Thir nghiém ngit ngudn tam thoi mot Router
(ZR1 hodc ZR2) dé kiém tra kha nang tu dinh tuyén
lai cia mang mesh.

Ghi nhan thoi gian phan hdi trung binh cua lénh
ON/OFF tir Blynk dén cic node trong diéu kién cb
dinh. , ,

Bang 3: Két qua do RSSI va do on dinh

Khoang cach | RSSI trung binh L
Node : Ghi cha
dén ZC (m) (dBm)
ZR1 2.0 42 dén -50 Rit tt, 1am parent cho ZED khi cin
ZR2 30 -48 dén -55 Tét gai tin 6n dinh 100%
Nhan xét vé RSSI:

Gia tri RSSI trung binh tir -42 dén -60 dBm cho
thay tin hiéu manh va 6n dinh trong khoang cach gan
(dudi 5 mét). Theo tai liéu XBee S2C, RSSI > -70
dBm 1a muc tt, > -85 dBm van chép nhan duoc.

Trong diéu kién c¢b dinh, khong ghi nhan mét goi
tin nao trong 24 gid hoat dong lién tuc (ty I¢ thanh
cong 100%).

-Két qua kiém tra dé on dinh mang mesh

Khi tit nguén ZR1 tam thoi (5 phat): ZED ty
dong chuyén route qua ZR2, thoi gian phuc hdi mang
khoang 812 gidy (thoi gian ZED poll lai parent
md&i). Dit liéu cam bién tir ZED van dugc gui vé ZC
ma khong bi gian doan lau.

Khi tit ZR2: ZED van gii dit liéu tryc tiép dén
ZC (vi khoang cach gan), khong mat két nbi.

Trong 48 gid hoat dong lién tuc (khong tat
ngudn), hé théng khong ghi nhan 15i frame hodc mat
két ndi bit thudng.

Thoi gian phan hdi 1énh trong diéu kién ¢ dinh

Tir Blynk — Relay ZR2: trung binh 1.7 gidy (t6i
thiéu 1.1 giay, toi da 3.2 gidy).

Tu Blynk — LED ZED: trung binh 2.0 giay.

Tu Blynk — LED ZR1: trung binh 1.9 giay.

(Xem tiép trang 33)
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