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TOM TAT
Hé thong nha théng minh givip gidm sat, diéu khién tivxa cc thao tac hang ngay nhirbdo dong, bat/tit den, quat, dong mé cira
vatidong héa qua cam biénnhiétdo, dé am, dnhsdng, chuyén dong hinh dnh...vv, mang lai swtién nghi, tiétkiém ndng hfong,
thoi gian, bdo vé sikc khde va ndng cao chdt hwong cugc song Bai bao ung dung cong nghé loT xay dung m6 hinh hé thong
nha thong minh givup nguoi dung 6 thé gidm sdtva diéu khién tirxa cdc thiét bi trong nha théng qua thiét bi di dong trong xu
huwémg thoi dai cong nghé 4.0, dong thoi lam tién dé cho viée mé réng cdce chive nang nhuw bao mdt, canh bdo, gidm sat tivxa.
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ABSTRACT
Smart home systems help monitor and remotely control daily operations such as alarms, turning on/off lights, fans,
opening and closing doors and automation through temperature, humidity, light, image motion sensors...etc., bring-
ing convenience, saving energy, time, protecting health and improving the quality of life. The article applies loT
technology to build a smart home system model that helps users to remotely monitor and control home devices via
mobile devices in the trend of the 4.0 technology era, while also creating a premise for expanding functions such as

security, warnings, remote monitoring.
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1. Pt vin dé

Trong bdi canh Cach mang Cong nghiép 4.0, tri tué
nhén tao (AI) va internet két ndi van vat (IoT - Internet of
Things) da dat duoc nhiing tién bo vuot bac, dic biét 1a
cac (mg dung diéu khién tir xa va tr dong hod thong qua
hinh anh, cam bién chuyén dong, nhiét do, anh sang, do
am. ..vv. Hé théng nha thong minh d thé hién tiém ning
manh mé trong viéc giam sat, diéu khién va tu dong hoa
céc thiét bi gia dung, trd thanh cong cu quan trong cho
cac hé théng an ninh, giam sat thiét bi va quan 1y do thi
thong minh [1].

Nhém téc gia tp trung nghién ctru lya chon phan
ctmg ESP32, cam bién DHT11, relay diéu khién dén/
quat, mo-dun khoa ctra (RFID/van tay), Reed Switch,
Hall Sensor dé phat hién va thong bao trang théi ctra, mi
hoéa AES, giao thitc ma hoa HTTPS/MQTT dé dam béo
an toan khi giao tiép, phét trién hé théng trén app Blynk
dé diéu khién va giam sat tir xa thong qua Smartphone.
Ngoai ra, nhém nghlen ctru da tmg dung cac ky thuat
hién dai dé phat trién hé thong glam sat, diéu khién tir
xa, tu dong hoa thong qua cam bién thong minh (hmh
anh, chuyén dong, nhiét do, anh sang, do am) dé t6i wu
hoa khéng gian song, cung cap dit heu thoi gian thuc
va khip thoi théng bao khi cac chi sb vuot ngudng. Hé

théng c6 thé d& dang mo rong dé tich hop thém thiét b
méi va tuong thich véi cac nén tang nha thong minh nhur
Google Home, Amazon Alexa, Apple HomeKit. Dam
bao an toan, bio mat va quyén riéng tu ciia nguoi ding,
gop phan giai quyét nhitng thach thirc cia mot thanh phd
théng minh trong tuong lai.

2. H¢ thong nhiing va IoT

Hé thdng nhing (Embedded System) la mét hé
théng méy tinh chuyén dung, dugc thiét ké dé thyc hién
mdt hodc mdt sb chirc nang cu thé. N6 bao gom phan
cung (vi diéu khién, cam bién, mach dién tr) va phan
mém (firmware, app Blynk, chuong trinh diéu khién).

Internet of Things (IoT): 1a mét mang Iudi cac thiét
bi thong minh, ¢6 kha nang thu thap, trao ddi dir liéu va
giao tiép voi nhau qua Internet. IoT két hop hé thong
nhing voi cam bién, truyén thong khong day (Wi-Fi,
Bluetooth, Zlgbee) va nén tang dam may (Cloud) gitp
tu dong héa nhidu tmg dung. M6t s6 vi du dién hinh cua
[oT gdm nha théng minh (dleu khién dén, quat, cua,
camera tir xa), nong nghiép thong minh (hé thong tudi
tw dong), thiét bi y té IoT (dong hd do nhip tim, gidm sat
stic khoe), trong giao thong (xe tu 14i, hé théng thu phi
khong dung, quan Iy giao thong thong minh) va cong
nghiép 4.0 (giam sat may moc, t6i vu hoa van hanh nha
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may). Mot trong nhiing loi ich 16n cia IoT 1a cho phép
chiing ta giam sat, ty dong va diéu khién hé thong tir bat
ky dau trén thé gidi va co duoc dir liéu thoi gian thuc vé
nhung gi dang xay ra voi hé thong [2].

Mbi quan hé g1u'a Hé thong Nhing va IoT 1a rét chat
chg, trong d6 hé théng nhiing déng vai tro ¢t 16i, cung
cap phan climg va phan mém dé cac thiét bi co thé hoat
dong, con IoT mé rong hé thng nhing bang cach két
ndi chiing voi Internet, gitip giam sat va diéu khién tir xa.

3. Nha thong minh (Smart home)

Smart Home 1a can nha dwoc tich hop cac thiét bi
dién tir dugc didu khién, gidm sat, truy cap tir xa, c6 thé
diéu khién no bat ky luc nao tir bat ky dau trén thé giéi.
Khéc v6i nha ty dong (Home Automation) don thuan chi
1a céc thiét bi hoat dong theo lich trinh cai dat san, Smart
Home dugc xay dung trén nén tang khai niém Internet
van vat (IoT). Tai day, cac thiét bi trong nha co thé trao
d6i thong tin voi nhau, diéu chinh céc chiic ning theo
thoi quen sinh hoat hang ngay cua nguoi dung [1][2].

Nha thong minh gitip tdi wu hoa viée sir dung ning
lugng, gidm chi phi di¢n, nudc va than thi€n véi moi
truong. Cac thiét bi nhu diéu hoa, nong lanh va dén
chiéu sang sir dung ning luong sach va co thé ty dong
diéu chinh theo nhu cau thyc té thong qua cam bién gitp
tiét kiém nang luong, giam thiéu lang phi. Hé thong an
ninh trong nha thong minh bao gdbm camera gidm sat,
cam bién chuyén dong, nhan dién khudn mit hodc van
tay. Ngoai ra, mot s hé thng con tich hgp cong nghé
Al hoc may tu dong hoc hdi hé théng thong minh, hoc
thoi quen ngudi ding dé t6i wu trai nghiém va tiét kiém
cdng suc.

Tuy nhién, vi nha thong minh hoat dong dua trén két
ndi internet, van dé bao mat thong tin va chong tin cong

4.2. Lua chon phan mém va linh ki¢n di¢n tiv

4.2.1. App Blynk

Blynk 1a mot nén tang Internet of Thlngs (IoT) pho
bién, gitip nguoi dung d& dang két ndi, didu khién va
giam sat cac thiét b thong minh tr Xxa thong qua tmg
dung di dong hodc trén nén tang web. Puoc thiét ké
dé don glan hoa qua trinh phat trién cac tng dung IoT,
Blynk hd trg nhiéu dong vi diéu khién nhu ESP8266,
ESP32, Arduino, Raspberry Pi, STM32, va nhiéu loai
phan cimg khac.

4.2.2. Linh kién diéen tr

Vi diéu khién ESP32, dong co Servo MG90S, cam
bién nhiét 6 va do am DHTI11, bang két ndi cac linh
kién Breadboard, dén Led, quat 3010S, ddy cim duc duc
- duc-cai — cai cai ctia Breadboard, day cap USB.

4.3. Code chwong trinh diéu khién

// Khai bao thu vién va dinh danh dy an Blynk

#define BLYNK PRINT Serial

#define BLYNK _TEMPLATE ID
"TMPL6j80fyMOc"

#define BLYNK TEMPLATE NAME
Home"

#define BLYNK AUTH_TOKEN
"hbXSu668nmmY 7wdAXJFTWOmZgoFSGSTs"

#include <WiFi.h>

#include <BlynkSimpleEsp32.h>

#include <ESP32Servo.h>

#include <DHT.h>

// Céu hinh Wi-Fi va khai bao céc chan diéu khién
thiét bj ciia Blynk

char ssid[] = "AnhTuan";

char pass[] ="33333333";

char auth[] = BLYNK _AUTH TOKEN;

"Smart

mang ciing 1a mot yéu t6 quan trong can duoc quan tim // Khai bao chan GPIO
dé dam bao quyén riéng twr va an toan cho ngudi sir dung. #define LED PIN 2
4. Xay dung m6 hinh #define SERVO PIN 12
4.1. So db chirc ning va nguyén Iy hoat dong ciia #define FAN_PIN 5
hé thong #define DHTPIN 4
#define DHTTYPE DHT11
G :rj Servo myServo;
Sitins i ° i DHT dht (DHTPIN, DHTTYPE);

So do chirc nang

Sor d6 nguyén Iy hoat dong

// Céu hinh phan ctmg va két ndi Wi-Fi

void setup() {

Serial.begin(9600);

WiFi.disconnect(true);

delay(1000);

Blynk.begin(auth, ssid, pass);
pinMode(LED_PIN, OUTPUT);
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pinMode(FAN_PIN, OUTPUT);

myServo.attach(SERVO_PIN);

dht.begin();

// Khéi tao trang thai thiét bi khi ESP32 khoi dong

digitalWrite(LED PIN, LOW); // Pam bao quat
luon TAT khi khéi dong

digitalWrite(FAN_PIN, LOW); // Tét quat lac khoi
dong

myServo.write(0); // Servo vé 0 do

Serial.printin("ESP32 da khoi dong! Quat dang
TAT.");

b

// Bieu khién LED (VO) tr xa thong qua Blynk

BLYNK WRITE(VO){

int ledState = param.asInt();

digital Write(LED_PIN, ledState);

Serial.print("LED: ");

Serial.println(ledState ? "BAT" : "TAT");

H

// Servo diéu khién qua chan 4o V1 trong Blynk

BLYNK_WRITE (V1){ // Diéu khién Servo (V1)
Quay 80° khi bat

int servoState = param.asInt();

if (servostate){

myServo.write(80); // Quay dén 80°

Serial.println("Servo quay 80°");

} else{

myServo.write(0); // Tré vé 0°

Serial.println("Servo vé 0°");

H

b

// Diéu khién quat tir Blynk(V2)

BLYNK WRITE (V2){

int fanState = param.asInt();

digitalWrite(FAN_PIN, fanState);

Serial.print("Quat: ");

Serial.printIn(fanState ? "BAT": "TAT");

H

// Cap nhat dit liéu moi truong tr DHT11 Ién nén
tang Blynk

// Gt dit liéu nhiét 6 & d6 am Ién Blynk (V3, V4)

void sendSensorData(){

float nhietDo = dht.readTemperature();

float doAm dht.readHumidity();

if (isnan(nhietDo) || isnan (doAm)) {

Serial.printIn("L3i doc cam bién DHT11!");

return;

}

Serial.print("Nhiét do: ");
Serial.print(nhietDo);

Serial.print("°C D¢ am: ");
Serial.print(doAm);

Serial.printIn("%");
Blynk.virtualWrite(V3, nhietDo);
Blynk.virtualWrite(V4, doAm);

}

// Vong lap xir Iy va truyén dir liéu

void loop(){

Blynk.run();

sendSensorData();

delay (2000); // Poc cam bién mdi 2 gidy
}

4.4. Két qua xdy dung mé hinh hé thong nha thong
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5. Két ludn

Trong bai bao nay, nhom tac gia nghién ciru hé
thdng nhing va IoT dé xdy dung tmg dung diéu khién
cac thiét bi (quat, dén, ctra, nhan va xu ly dir liéu tr
cam bién) cho mé hinh nha théng minh bang React]S/
React Native (Frontend) Node.js (Backend) dya trén
App Blynk. Két qua da xdy dyng dugc hé thong dua
vao mo hinh @& xuat, két ndi cdc nén ting nhu Google
Assistant, Alexa, HomeKit; st dung API, SDK dé mo
rong tinh nang; 1ap trinh IoT ESP32, Raspberry Pi;
giao tiép Wi-Fi, Giri va nhan dir liéu qua cac giao thirc
MQTT, HTTPS API, WebSocket giita thiét bj va server
Blynk. Tuy nhién béo cdao méi chi ding lai ¢ viéc xay
dung mo hinh thtr nghi€m (do st dung cac linh kién ré
tién nhu ESP32, Raspberry Pi), Kho tich hop thiét bj tir
nhiéu nha san xuat do su khac biét vé giao thirc (Wi-Fi,
Zigbee, Z-Wave...), st dung Wi-Fi hodc mang di dong
d& gap tré dir lidu hodc ngit két ndi, dic biét khi phu
thudc vao Cloud, khé mo rong do mot s6 nén tang gidi
han s6 lugng thiét bi hd tro.

Hudng phat trién ké tiép, nhom tac gia mong mudn
hoan thién dy 4n nay thanh mét du an IoT day du sir
dung cac thiét bi cao cép nhu Google Nest, Sonoff,
Philips Hue. Két hop cam bién va thuat toan hoc may
dé t8i uu hod diéu khién thiét bi theo thoi quen va thoi
gian thuc. Tich hop thém may bom nudc, rém clra, may
loc khong khi... tao nén h¢ sinh thai nha thong minh toan
dién, linh hoat. Str dung nén tang dam may dé luu trix,
phan tich dit liéu, hanh vi st dung, t6i wu hiéu suit va
hd tro t dong hoa thong minh hon. Ap dung ma hoa
dir liéu, x4c thuc hai yéu t va co ché hoat dong 6n dinh
mang, dam bao an toan va tin cay.
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